The following is a summary of an article by Dr. Ari Schaffer of the Vulcani Institute entitled, "The History of Horseradish as the Bitter herb of Passover"

The mishna (Pesachim 2:6; 39a) lists five types of vegetables that may be used for maror. It is difficult to identify what they each are, but it is fairly certain none of them is horseradish since it probably did not exist in the Middle East in the talmudic period. In addition, it does not fulfill the talmudic requirement of maror, since it is not bitter but rather hot and sharp. 

The earliest mention of horseradish in rabbinic literature is in the mid-twelfth century. Rabbi Eliezar ben Nathan of Mainz (c.1090-c.1170), a contemporary of Rabenu Tam mentions it, not as maror, but as an ingredient in charoset! Similarly, Rabbi Eliezar of Worms (c.1165-c.1230) mentions it as an ingredient in charoset. By the late 13th - early 14th century horseradish is mentioned as an acceptable form of maror. The reason was also clearly stated. It was acceptable when the usual forms of lettuce, which were preferable as maror, were unavailable.

 As the Jews moved further north and east into the colder climates it became increasingly more difficult to acquire lettuce in time for Passover. As the use of horseradish became more widespread, it eventually became identified, almost certainly erroneously, with either tamcha or maror from the mishnaic list.  Aside from the identification, another serious problem was raised with regard to using horseradish. The mishna states (Pesachim 39a) that one fulfills their obligation with the kelach of the plant. As early as the 12th century Rabenu Tam was quoted as explaining that this meant only the stem and leaves, but not the root of the plant.  When lettuce was used, this was not a problem, when horseradish came into vogue it became an issue. The irony of course is that horseradish was available and lettuce not in the colder northern climates where the ashkenazim had migrated precisely for the reason that it is a root plant and lettuce is a leafy plant. This continued to bother the decisors for centuries. The ShLA  (119a) rules that preferably one should not use the roots of the horseradish. Similarly the BaCH  (OC 483) prohibits the use of horseradish roots. The Elya Rabbah  offers a lenient position and concludes that in a time of need one may use the roots. 

The use of horseradish for maror continued to spread among the masses of eastern European Jewry such that by the 18th century it was being used even in places where leafy vegetables could be obtained. Some authorities, recognizing that horseradish was not the ideal maror bemoaned this, Rav Tzvi Ashkenazi (Shut Chacham Tzvi 119) described how it is that horseradish came to be accepted despite it being less than preferable. He then decries the problem that this has caused. He states that those who are not careful in mitzvot do not fulfill their obligation of eating the required amount of maror as horseradish is too sharp, while those who try to be meticulous in mitzvah observance and eat the requisite amount endanger themselves owing to its sharpness. 

The ultimate acceptance of horseradish comes in 1822 when Rav Moshe Sofer (Chatam Sofer, OC:132) wrote that horseradish may indeed be preferable to lettuce due to the difficulty in cleaning lettuce of bugs. So what started out as a tenuous translation of one of the five species of maror, that was further encumbered by the widespread use of its root, has now grown to become the maror of preference.

Makes distinction between bitter and sharp and, on that basis, notes that horseradish is sharp, while the leafy ones are "mar", bitter.  On that basis explains why the mishna prefers the leafy lettuces for maror that tend to bitter (bt"w, ever leave a celery too long? wow: BITTER, not sharp.)

Also, horseradish was never originally sanctioned: it was "mare retisch",Latin for "sea" radish, because it grew near lakes, etc.  Mare took on Anglo pronunciation that gave the vegetable its horsey name. .

It follows from the above that horseradish may not even be one of the five allowed by the mishna and if that's all you eat you might not fulfill the Rabbinic obligation of eating maror on Pesach night.

(Parenthetically, R' Hershel Schachter has suggested that maror was a leafy vegetable based on simple meaning of words: Korech means to wrap: you can't wrap a matzah--unless soggy. . .--around anything, but if Korech means to take a leafy veggy and wrap it around the matzah, then we've got something plausible.) [Sefardic hand matza is soft and therefore the instruction to korekh the shevura in the sheleima is plausible. DRB[

Of course, virtually anyone I've told this to dismisses it as flying in the face of minhag, gedolim ve-rabbim, etc.--notwithstanding that if the argument is true, the minhag of using horseradish is total a Ta'us.

